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Abstract

Information hiding could be done using steganography and watermarking. According to
steganography, secret information is embedded in carriers such as image, sound, video in such a
way that it couldn't be detected. On the other hand, watermarking is used for copyright
preservation. By using images as carriers in steganography, there are many methods have been
proposed for image steganography. Pixel Value Differencing (PVD) is one of basic methods of
image steganography, in which the difference between pixels are used to hide the secret
message. In this paper, a new image steganography enhancement method for the Pixel Value
Difference (PVD) method has been proposed. The principle of the proposed method is based on
using Mobile Phone Keypad (MPK) Coding technique and Modified Substitute Last Digit In Pixel
by using Mobile Phone Keypad (MSLDIP-MPK) method. The main enhancement component of
the proposed method is called (PVD-MPK). Due to this enhancement component, Maximum
Hiding Capacity (MHC) of the cover image is enlarged, and the stego image quality or Peak
Signal-to-Noise Ratio (PSNR) values is enhanced.

Keywords: Image Steganography, Pixel Value Difference (PVD), Peak signal-to-Noise Ratio
(PSNR), Mean Square Error (MSE).

1. INTRODUCTION

The most powerful and common approaches to countering the threats to network / information
security are encryption and steganography. Encryption based on applying number of
substitutions, and transpositions to convert the text into cipher text. This process of converting is
called Cryptography [1]. Steganography is a form of covert communication in which a secret
message is camouflaged within a carrier message. Steganography is considered the art and
science of invisible communication. This is accomplished by hiding information in other
information. The word Steganography is derived from the Greek words “stegos” meaning “cover”
and, “grafia” meaning “writing” defining it as “covered writing” [2].

There are two common techniques of embedding in image steganography; spatial domain
embedding in where messages are inserted into LSBs such as LSB of pixels, and Transform
domain embedding in where a message is embedded by modifying frequency coefficients of the
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cover image (the resulted image is called the stego-image) [3]. The spatial domain embedding is
considered in this paper

Least Significant Bit Substitution (LSB) is the most commonly used stenographic technique. The
basic concept of Least Significant Bit Substitution includes the embedding of the secret data at
the bits which having minimum weighting such that it will not affect the value of original pixel.
Although LSB insertion is simple and good for steganography, but its major drawback is the ease
of extraction [3, 4].

On the other hand, image steganography system is comprised two algorithms, one for embedding
and one for extraction. The embedding process is concerned with hiding a secret message within
a cover media (cover image), which is the most carefully constructed process. The main issue is
to grantee that the secret message will not be unnoticed if a third party tries to intercept the cover
media (cover image). The extraction process is simply because it is the inverse of the embedding
process, where the secret message is revealed at the end [5].

The basic model of steganography is shown in Figure (1). According to Figure (1), steganography
process consists of carrier, message and password. Carrier is also known as cover-object or
cover-image, in which message is embedded. The message can be any type of data (plain text,
cipher text or other image) that the sender wishes to remain confidential. Password is known as
stego-key, which ensures that only recipient who has the decoding key will be able to extract the
message from a stego-object. Finally, the cover-object with the secretly embedded message is
called the stego-object or stego-image [5].

Secret message Stego key Secret message

~ 1

Embedding .| Stegoimage . Extraction

Algorithm Algorithm
7y T

Cover image Stego key

FIGURE 1: The Basic Model of Steganography.

Actually, carriers could be images, audio, video, or text files, but digital images are the most
commonly used because of these reasons [6]:
1. Natural image data can be modified slightly without leading to visible artefacts (if the colour
of a few pixels is shifted slightly in one direction or another, it is likely to go unnoticed).
2. These types of files are inherently anonymous nature on the internet.
3. It contains a significant amount of data, enabling high secret communication rates.

The main objectives of a steganography technique are [7]:
1. Capacity; the amount of information that can be hidden in the cover medium.
2. Security; related to the eavesdropper’s inability to extract hidden information.
3. Robustness; the amount of modification the stego medium can withstand before an
adversary can destroy the hidden information.
4. Imperceptibility; referred to the perceptual difference between the cover and original signal.

One of the performance issues should be measured for image distortion due to embedding is the
peak signal-to noise ratio (PSNR), which is used to evaluate the quality of the stego-image. The
PSNR is given by the following formula [3]:

PSNR=10 109 1¢ (C*max/MSE)
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Where, C max holds the maximum value in the image that is 255 and MSE is the mean square

error, which is given by:
M
N
1
MSE = MN Z{SKF —Ciy)
¥=1
=1

Mean Square Error (MSE) is used to quantify the difference between the initial and the distorted
or noisy image. X and Y are the image coordinates, M and N are the dimensions of the image, S,,
is the generated stego-image and C,, is the cover image [3].

The rest of this paper is organized as follows; related work will be discussed in section 2, the
proposed method will be proposed in section 3, experimental results of proposed method will be
given in section 4, finally section 5 conclusions and future work of the paper.

2. RELATED WORK

An image is an array of square pixels (picture elements) arranged in columns and rows. Today
digital images are most widely used for hiding the secret messages. Capacity with good image
quality of stego image is very important aspect [8]. The LSB-based methods directly embed the
secret data into the spatial domain in an unreasonable way without taking into consideration the
differences between adjacent pixels. The differences between adjacent pixels methods produce a
more imperceptible result than those obtained from simple least-significant-bit substitution
methods. In general, the hiding capacity of the two consecutive pixels depends on the difference
value. In other words, the smoother area is, the less secret data can be hidden; on the contrary,
the more edges an area has, the more secret data can be embedded.

Wu et al [9] have presented a novel steganographic method, which combined pixel-value
differencing and LSB substitution, where the smooth areas, and the secret data are hidden into
the cover image by LSB method hide 6-bit secret data (3bit for each pixel) while using the PVD
method in the edged areas.

In [10], Wang et al have improved the stego-image quality by adjusting the remainder of the two
consecutive pixels instead of the difference value to record the information of the secret data
which gains more flexibility, capable of deriving the optimal remainder of the two pixels at the
least distortion. The hiding effect that appears in the stego-image when Wu and Tsai’s scheme is
used to hide the secret data can be significantly decreased by this optimal embedding algorithm.
Experimental results show the scheme has a much better performance than Wu and Tsai’s
scheme in terms of stego-image quality.

Also, Yang et al [11] have proposed an adaptive LSB steganographic method using the difference
value of two consecutive pixels to distinguish between edge areas and smooth areas. Pixels
located in edge areas are embedded by k-bit LSB substitution method with a larger value of than
that of the pixels located in smooth areas.

A novel steganographic approach using tri-way pixel-value differencing (TPVD) has been
proposed in [12]. To upgrade the hiding capacity of original PVD method referring to only one
direction, three different directional edges are considered and adopted to design the scheme of
tri-way pixel-value differencing. In addition, to reduce the quality distortion of stego-image brought
from setting larger embedding capacity, an optimal approach of selecting the reference point and
adaptive rules is presented. By using three different directional edges more secret data can be
hidden into the cover image than the PVD method. Also, the optimal selection approach for the
reference point with adaptive used rules to reduce the quality distortion of the stego-image.

International Journal of Computer Science and Security (IJCSS), Volume (9) : Issue (2) : 2015 98



Marwa E. Saleh, Abdelmgeid A. Aly & Fatma A. Omara

A variation of existing PVD method called as Edged PVD has been suggested to increase the
embedding capacity of the stego image [13]. The proposed method involves examining 2X2 pixel
group and finding the direction of max slope. This direction is selected for embedding the secret
message. In this case, since the maximum slope is selected, the capacity is increased by as
much as 6- 7% at the cost of slightly increasing in MSE and AFCPV. The embedding and retrieval
of secret message are the same as the original PVD method. However this does not affect the
perceptibility and stego image appears to be as good as the original image.

A steganographic method has been presented for hiding data in the images [14]. The MLSB and
MF&PVD methods are used in this method. According to this method, the capacity of the hidden
secret data and stego image quality have been improved. A small difference value between two
pixels of each block is located on a smooth area and the large differences are located on the
edge areas. In the smooth areas, the secret data was hidden into the cover image by MLSB
method for achieving more capacity and better quality, whereas, the MF&PVD method is used in
the edge.

The OCTA (STAR) PVD method has been presented to modify the existing TPVD method by
considering 3 X 3 pixel pairs instead of 2 X 2 pixel pairs [8]. Due to the number of available pairs
for data hiding is to 8 as compared to TPVD's 3, so more data is hidden with better security.

There are three attempts will be used to develop the proposed image steganography method:

In [6] a new image steganography technique called Substitute Last Digit In Pixel or (SLDIP) has
been proposed, in which the cover image is divided into non overlapping blocks, and each block
contains three pixels only and the secret message is converted into its ASCIl code where each
character will be represented by three digits only. As an example, if the secret letter is R and the
current block contains 255, 200 and 101, R will be hidden by representing in ASCII format and it
will equal 082. Then the pixels after substitution will be 250, 208 and 102 instead of 255, 200 and
101. So the last digit only will be substituted. These digits will be used for extraction process, as
every three pixels' last digits will represent a byte in the secret message. This SLDIP technique
has a very high PSNR values and a very high MHC in which each secret byte can be hidden in
only three pixels of the cover images. The SLDIP technique has been modified. According to the
modified version of the SLDIP method, it is able to keep the same Maximum Hiding Capacity of
the SLDIP Method plus higher PSNR values than SLDIP. In this method the differences between
the block are minimized before and after the embedding step and this modification is done by
taking two possible values for each substitution and choosing the value that has the smallest
difference. By considering the same example, for embedding the secret message R which equals
082 in ASCII, in the first block (255, 200, and 101), instead of (250, 208 and 102), the difference
between the original pixel and the substituted pixel in the second pixel will be 8. By using MSLDIP
method, the possible value for the substitution will be 208 and 198, and the smallest difference
(i.e., 198) will be considered. So, the difference will be 2 instead of 8, this increases the PSNR
value of the image.

In [15], Mobile Phone Keypad (MPK) encoding has been proposed that is a way to modify the
secret message. It has been found that each character in the mobile phone can be represented
by only two digits not three as ASCII encoding. So, the mobile phone character is used to develop
a new encoding technique for encoding the secret message with smaller number of digits than
ASCII. This method is called MPK (Mobile Phone Keypad) encoding. As an example, by using the
mobile phone, the letter a can be typed by pressing the key no.# (2) in the keypad only one time
and the letter b can be typed by pressing the key no.# (2) for two times and so on. So, the first
step is used to represent the letters from a ... z using two numbers, the first key is no.# and the
second will be the number of presses on that key. As an example, the letter a will be represented
as 2 1 and the letter z will be represented as 9 4 (will be read as nine - four separately) and so
on. Also, the MPK method has been used in the modified MSLDIP method [6], and has been
called it MSLDIP-MPK method.
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Wu and Tsai [16] have presented steganographic scheme that hide a secret message into a gray
-valued cover image. For embedding a secret message, a cover image is partitioned into non-
overlapping blocks of two consecutive pixels. In each block, a difference value is calculated from
the values of the two pixels. If the difference value is large, that means the two pixels are located
in an edge areas, and more secret data can be hidden there. On the contrary, if the difference
value is small, that means the two pixels are located in a smooth area, and less secret data can
be embedded. Then, this difference value is replaced by a new value to embed the value of the
secret message. This method produces a more imperceptible result than those obtained from
simple least-significant-bit substitution methods. The embedded secret message can be extracted
from the resulting stego-image without referencing the original cover image.

3. THE PROPOSED METHOD

An enhancement of the PVD method using Mobile Phone Keypad is proposed, called (PVD-MPK)
method. The MSLDIP-MRK algorithm will be combined with the proposed PVD-MPK method, so
in the smooth areas we use PVD-MPK to increase the quality, and use MSLDIP-MPK method in
the edge areas to increase the capacity. The range [0,255] must be divided into two levels; the
‘low-level' (i.e., smooth areas) and ‘high-level' (i.e., edge areas) and the range table division is
controlled by the users. Anyone who has extracted the secret data from a stego image must use
the original division.

3.1 The PVD-MPK Method

The principle of this method is using the digits of MPK encoding instead of bits of secret message
to increase the capacity and quality because MPK encoding represents each character by two
digits instead of three digits as in ASCII format, and embeds digit in each block in the smooth
area. According to the proposed method, range table will be different from the range table in the
original PVD. Here, the ranges will be (0-4), (5-9), (10-14), (15-19), (20-24), (25-29) etc. to
improve the quality. By using this method, the byte will be hidden in four pixels. The pseudo code
of the PVD-MPK method is as follows:

Algorithm: PVD-MPK

Input: Cover Image C, Secret Message M.

Output: Stegolmage S.

Steps:

1. Convert each byte from M to MPK format (i.e. two digits for each character).

2. The cover image (C) is divided into non-overlapping blocks, where each block consists of two
consecutive pixels.

3. Calculate the difference value di for each block of two consecutive pixels P; , Pi,q ; which is
given by (1):

di=lpiss — pi | (1)

4. Find the optimum range R; for each di where R; € [I;, u]. Here, |; and u; are the lower and

upper bound of each range of the range table and |, = d; < u;.

5. Select one digit (b) from M in MPK format.
6. Calculate the new difference by (2):
di" =1 +b/2 (2)
7. Compute the remainder value by (3)
Rem =b mod 2 (3)

8. Make the difference between p; and p;,; equal to new difference d;" by (4)
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[ (ot [El e 2.

if p = piyq and d'y = d;;

(pe 2] s + [2])

ifp; < pyuq and dy = d;;

(PiPi+1) = § m (4)
U7 (el < [2))
ifp = pyyyand dy = dg;

(5 2 - [2])

Vi gy and d = 4

The cases in equation (4) adjust the value of pi and p;,; to modify the difference. Where, m is the
difference between the original and the new differences (i.e., m=Idi- d;’l), p; and p;,; are the first
and second pixel in a block before embedding, and p'j and p'i«1 are the first and second pixel in a
block after embedding .This equation used in original PVD [16].

9. If Rem equal 1, make p; odd, else make p; even.
10. Repeat steps from 3 to 9 until the whole M has been embedded.
11. Convert C back into a layer again to get the Stegolmage S.

The used range table is presented in Table 1.

R1€(0,4)
R2£(5,9)
R3€(10,14)
R4€(15,19)
R5€(20,24)

TABLE 1: Range Table.

As we explained the main enhancement component of the proposed method is (PVD-MPK)
because of two reason; the first it uses digits of MPK encoding instead of bits of secret message,
this due to increase capacity because it embeds one digit in each block in the smooth area while
the original PVD embeds 3 bits in each block in the smooth area, and the second it uses small
ranges, this due to increase quality.

The reason of using ranges (0-4), (5-9), (10-14), (15-19), (20-24), (25-29) and etc. is that in the
original PVD, the width of range is used to compute the number of bits that should be hidden. But
by using digits, the width of each range will be equal to the maximum value of digit which is 9(i.e.,
(0-9), (10-19), (20-29), (30-39), (40-49)... etc.), because when the value of digit is added to the
lower bound of the range, the new difference will be in the same range.

Example 1: To illustrate the case of using the ranges (0-9), (10-19), (20-29), (30-39)... etc
e Assume p; = 23, pi,1 = 42, and b=0.
o |di=19, so the optimum range R, = (10, 19), and PVD-MPK method will be applied.
e b=0s0d =10+0=10.
. m=19 -10=9.
e Applying equation (4), here p;< pi.1, di "< d;, so apply the case 4 in (4), and p; and p;,1 will
be p‘i =28, p‘i+1 =38
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According to this example, it is found that the change in the first pixel is 5 and in the second pixel
is 6. S0, we need to decrease these changes 1o increase the quality of the image. To do this, we
need to decrease both the width of each range and the value of the digit. The ranges will be (0-4);
(5-9); (10-14) ;( 15-19); (20-24); (25-29) etc., the division and remainder are used to decrease the
value of digits. In this case, the maximum change in pixel will be 3.

The same example is used to illustrate the improvement when the ranges (0-4); (5-9); (10-14);
(15-19); (20-24); (25-29)... etc. is used.

Assume p; = 23, pi.1 = 42, and b=0.
Idil= 19, so the optimum range R, = (15, 19), and PVD_MPK method will be applied.
b=0so0d=15+0=15.
m=19 -15=4.
Applying equation (4), here p;< pi;1, di < d;, so apply the case 4 in (4), and p; and p;,¢ will
be p‘i =25, p‘i+1 =40.
e Rem =0, so p’; mustbe even and pi=26, p i+ =41
So, the change in first pixel is 3 instead 5 and in second pixel is 1 instead 6.

3.2 The Embedding Algorithm

Division Div is used to divide between the ‘low-level’ and ‘high-level’. Let, Div = 19. So, the ‘low-
level is set to be R1 and R2, R3, R4, and the ‘high level’ is set to be R5 which are shown in Table
2. The pseudo code of the embedding algorithm is as follows.

Algorithm: Message Embedding Using PVD-MPK and MSLDIP-MPK methods

Input: Cover Image C ; Secret Message M.

Output: Stegolmage S.

Steps:

1. Convert each byte from M to MPK format (two digits for each character).

2. The cover image (C) is divided into non-overlapping blocks, where each block consists of two
consecutive pixels.

3. Calculate the difference value di for each block of two consecutive pixels P; , Py, ; which is
given by (1):

di=Ipis1 — pi | (1

4. Find the optimum range R; for each di where R; € [l;, u]. Here, |; and u; are the lower and
upper bound of each range of the range table and |, = d; = u;.

5. If R; belongs to lower level then select one digit from M and make embedding by PVD-MPK
method.
Else if R; belongs to higher level then select two digits from M and make embedding by
MSLDIP-MPK method

6. Repeat steps 3, 4, and 5 until the whole M has been embedded.

7. Convert C back into a layer again to get the Stegolmage S.

We note that the less of Div value, the more of using the MSLDIP-MPK method and less of using
the proposed PVD-MPK method. So, more the secret data can be embedded because the
MSLDIP-MPK method embeds two digits in block, the less of PSNR value, and vice versa. Here
the range table is divided to low level and high level as shown in Table 2.

Low R1£(0,4)
level R2£(5,9)
R3E(10,14)
R4£(15,19)
High R5E(20,255)
level

TABLE 2: Range Table.
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FIGURE 2: The data embedding process.

Example 2: This example illustrates the case when range belong to low level
e Assume p; = 101, p;,1 = 103, and secret data (message) is ‘marwa’.
After convert message to MPK format will be ‘6121739121
Idil= 2, so the optimum range R, = (0, 4), and we will apply PVD_MPK.
b = 6 so d'=0+6/2=8.
Apply equation (4), here p;< pi.1, di > d;, and m =3-2=1 so apply the case 2 in (4), p; and
Pi+1 will be p\i =101, p‘i+1 =104.
e Rem =0, so p’ymust be even and p’; =102, p’i,; =105.

Example 3: This example illustrates the case when range belong to high level
e Assume p; = 102, pi,1 = 66, and the same secret data (message).
e |dil= 36, so the optimum range is Rs = (20, 255) and we will apply MSLDIP-MPK.
e The two digits are 1 and 2, so after apply MSLDIP-MPK p; and p .4 will be p’j = 101, p*; 11
=62.
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3.3 The Extracting Algorithm
The following Algorithm is executed to recover the original secret data.

Algorithm: Message extracted

Input : Stegolmage S.

Output : Secret Message M.

Steps:

1. Partition the Stego-image into non-overlapping blocks of two consecutive pixels,

2. Calculate the difference value d°; for each block of two consecutive pixels P, P',.; of the
stego-image which is given by(5):

=[pi—pil (5)

3. Find the R, belong to d’; according to the original range table and judge the level of the R, that
depend by using the original set Div value.

4. Extract secret data by using MSLDIP-MPK method if R; belongs to the high-level, otherwise,
carry out the next steps to extract secret data;

e Subtract li from d* and add the remainder of the first pixel to them, b0 is obtained; the
b0 value represents the secret data in decimal number.

be= (d- 1)) + p’i mod 2. (6)

5. Avrepeat step 2, 3, 4, and 5 until the whole digits of M has been extracted.
6. Covert each two digit to character by using MPK decoding.

4., EXPERIMENTAL RESULTS

In our experimental environment, we use PC that is installed on windows 7 and equipped with a
Genuine Intel(R) Core(TM) 2 Duo CPU 2.20 GHz with 3.0 GB memory. We use MATLAB R2011b
and Matlab code to implement the algorithm.

Several experiments with 512 * 512 and 256 * 256 standard gray-scale images are preformed to
evaluate our proposed method. Embedding capacity and stego image’s visual quality (PSNR) are
used to evaluate our proposed image steganography method performance.

Cover image Capacity PSNR of method PSNR of
256*256 (bytes) in [13] Proposed method
Baboon 18,616 33.80 41.7789
Lena 13,003 43.56 45.3734
Pepper 16,394 36.91 441038

TABLE 3: Comparison between method in [13] with the proposed method and DIV=19.

The results of the comparison study between our proposed method and the method in [13] by
using different number of characters (bytes) secret message and 256x 256 cover images
(baboon, lena, pepper) are presented in Table 3. According to the comparison results, it is found
that our method has more PSNR values than that the method in [13] which means that the stego
image quality of our method will be higher than the stego image quality of the method in [13].

Cover image Capacity PSNR of PSNR of
512*512 (bytes) method in [14] Proposed method
Baboon 66,397 42.38 42.9366
Lena 66,064 43.77 45.0456
Peppers 65,889 43.11 44.8467
Airplane 65,723 43.96 44.0899
Cameraman 66,198 43.57 45.5351

TABLE 4: Comparison between method in [14] with the proposed method and DIV=19.
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TABLE 4 represents the comparative results of our proposed method and the method in [14]
using different numbers of characters (bytes) secret message and 512x 512 cover images
(baboon, lena, pepper, Airplane, Cameraman). According to the comparative results, it is found
that our method has more PSNR values than that the method in [14] which means that the stego
image quality of our proposed method will be higher.

Cover Image Capacity PSNR of OCTA PSNR of
512x512 (bytes) (STAR) PVD[8] Proposed method
Lena 52.430 41.53 46.1116
Baboon 52.430 39.49 43.8541

TABLE 5: Comparison of paper [8] with the proposed method and DIV=19.

Also, TABLE 5 represents the comparative results of our proposed method and the method in [8]
by using different numbers of characters (bytes) secret message and 512x 512 cover images
(lena, baboon). According to the comparative results, it is found that our method has more PSNR
values than that the method in [8] which means that the stego image quality of our proposed
method will be also higher.

Cover Image Capacity PSNR of Capacity PSNR of
512x512 (bytes) method in [17] (bytes) Proposed method
Baboon 57.043 39.2 73.417 42.5196
Boat 52.490 41.0 69.358 44.6589
House 52.572 4.5 66.979 45.4899
Lake 52,662 41.5 72936 43.6962
Lena 50.894 43.4 68.488 44.8864
Peppers 50.815 42.5 69.014 44.6510

TABLE 6: Comparison of paper [17] with the proposed method and DIV=19.

Finally, TABLE 6 represents the comparative results of our proposed method and the method in
[17] by using different numbers of characters (bytes) secret message and 512x 512 cover images
(baboon, boat, house, lake, lena, peppers). According to the comparative results, it is found that
our method has more capacity and more PSNR values than that the method in [17] which means
that the MHC and stego image quality of our proposed method will be also higher.

5. CONCLUSIONS AND FUTURE WORK

In this paper, a new image steganography enhancement method has been presented for hiding
data in the images. This enhancement method is used in MHC and PSNR of PVD method by
using Mobile MPK Coding and it has been called (PVD-MPK). The enhancement method is
combined with the MSLDIP-MPK method to increase the capacity. By using our enhancement
method, the MHC of the cover image and the PSNR of stego image have been improved. In the
smooth areas, the secret data has been hidden into the cover image using our enhancement
PVD-MPK method for achieving better quality. While, the MSLDIP-MPK method is used in the
edge areas for achieving more capacity. Experimental results showed that our proposed
enhancement method can be used to hide much more information than that other existed
methods and the visual quality of the stego image is also improved.

In the future work, we are looking forward to try applying the proposed method on audio and
video and check the validity of our method on other carriers not only images. Also, we are looking
forward to enhance the proposed method to make the capacity higher than it while keeping the
same PSNR or higher.
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