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Abstract

Security systems are getting more attention and importance. Numeral security arrangements
based on sensors and wireless communication are available in the form of mechanical and
electronic applications. These systems are used widely in banks and government offices.
However, these traditional systems lack qualities like they cannot examine, track the suspect and
generate the alarm simultaneously. Thus, it is difficult to expand these systems with the help of
the sensors because of the complexity of the algorithms used. Hence, viewing these points, this
paper provides a security system based on Image Processing, which does not only inform the
host side at the runtime through alarm but also detects and tracks the present situation by
locating the target. The Optical Flow technique of image processing is used to detect using
motion analysis of two consecutive frames from the imaging source. The block analysis
determines the tracking capabilities of the system by the property of Good Features to track. The
wireless link between the imaging sources is established through XAMPP. While the functionality
of the alarm is performed at the commencement of the detection process. The results relating to
the process of detecting, tracking and generating alarm simultaneously are encouraging and will
help to increase the efficiency of the security systems.

Keywords: Detection, Embedded Systems, Image Processing, Optical Flow Technique,
Tracking.

1. INTRODUCTION

The security of public gathering spaces, banks, and large events are crucial for the smooth
functioning of public and government activities at all level. People have a profound trust in any
provided areas of well-being just by keeping the core of security in their minds. Henceforth,
keeping the former points into assessment, the security arrangements are done accordingly in
order to ensure the safety and order of that specific section. Thus, these schemes of security vary
from section to section in order of priority and threat. Moreover, these systems are divided into
monitored security systems: connected with a security agency and non-monitored security
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systems: without any connection with the security agency. Similarly, these, schemes of security
can be in the form of machinery, human force, or electronic applications.

Many governmental and non-governmental agencies and institutions are working to find the
ultimate solution for this cause. Moreover, these agencies and institutions have succeeded by far
most. But still, there are areas, which are breached and damaged despite their high alert security
systems. Because of this, the higher profile regions and departments have concerns about their
security, which needs to be protected and secured from any type of intruder or loss such as the
hospitals, plant protection, schools, governmental and non-governmental places, department
store, residential areas and parking. Henceforward, these traditional security systems rely on
motion sensors, IR sensors, and CCTV cameras to observe a suspect, individual and ongoing
activity and require the human workforce to track continuously the images [1] . The technologies
used in these security systems are of diverse behaviors intended for different jobs according to
their credibility and nature [2]. Generally, the failure of the security systems can be attributed to
my reasons such as human error, system glitch, criminal attack, system overload, and the
shortage of the power supply.

Usually, the CCTV cameras for crime preventions in the factories’ warehouses, and banks merely
record the situation and do not notify the host side at runtime [3][4]. This paper provides a
security system based on Image Processing helping in removing the human error, informing the
host side at the runtime through an alarm, detecting and tracking the present situation by locating
the target. Moreover, it also provides the advantage of wireless communication between the
imaging sources in cases of a wide area coverages. The working procedure of the system is as
that any intruder activity within the restricted place will be captured by the imaging source, based
on which the alarm will be generated and further commands of detecting and tracking will be
initiated. Likewise, large area coverage is possible in this said project as a second imaging
source is wirelessly connected to the main imaging source. Apart from this, a sequence of a
password is issued to the authorities helping them to roam in the restricted place without
recognizing them as intruders.

2. LITERATURE REVIEW

These days the tracking of objects, for example, individuals or vehicles, coming all through
specific spaces is constantly a significant issue in security and operation management. For
example, in a shopping center, following the number of clients may help the market arranging,
staff organization, and tracking the number of staff individuals may help in the workforce. In
addition, object tracking for spots, for example, banks, buildings, and streets may improve traffic
control. In general, the object tracking is possible by utilizing entryway counters, or infrared
sensor to recognize objects coming all through spaces. Conventionally object tracking methods
require a camera above or the entrance/exit way of a place to capture the images. However,
these approaches are expensive and require human operator observers who detect any
suspicious individual and therefore, challenging to obtain a prior knowledge about all objects in
real-time [5][6]. Therefore, a real-time tracking and detecting system is required to detect an
unauthorized person in a prohibited area and alarming the security system at the same time

A GSM based home security system includes control panel, door [7] , and windows sensors to
monitor both coming in and out from the house. These systems use wireless communication to
receive the SMS from a cell phone and observe the safety and ensure the security of the home
by an SMS [8]. A Zighee based parameter monitoring and controlling system using
microcontrollers are used to track and secure the environment of industries [9][10]. However,
these systems have no capability to analyzes the suspect and generate a real-time response.
Moreover, it is very difficult to expand the security system by adding several sensors because of
the complexity of the algorithm of the system. Similarly, the present bank security system focuses
only on the security of lockers and has a limited level of a security system. The digital cameras
are used only for monitoring and require the manual approach to inform the security [11].
Therefore, image processing-based tracking and detecting system is required for security
purpose that alerts the security through a certain alarm in case of any uncertainty [12][13][14].
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Likewise, the security of the border and coastal area is of huge importance and cannot be
controlled and observed by the gaze of the human eye. A security system based on the
combination of image processing and Support Vector machine is used to overdue this process
and detect the intrusion of the unauthorized ships [15].

3. SYSTEM CONFIGURATION
The proposed system configuration makes the system cost-effective, reliable, and flexible in
performance. The block diagram of the proposed research work is illustrated in Fig.1.

Camera  Camera
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$ + 3
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Motor Alarm Motor Motor Alarm Moter
1 1 2 3 2 4

FIGURE 1: Block Diagram of the system consisting of two same modules with a wireless link as a source of
communication between them.

A webcam is the main component, which detects a change in its field of view (FOV) connected
with the PC for its working and display. A microcontroller is used to control the motors both in
terms of pan and tilt. Further by using the technique of motion control, provides the capability to
track the subject of motion along with sending of an alarm signal.

4. METHODOLOGY
The proposed detecting and tracking system makes use of image processing and its subclasses
such as the Optical Flow method, Canny algorithm and Block analysis, which helps in the
achievement of the results as detecting, tracking, and motion control. A flow chart of the proposed
system is shown in Fig.2.
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FIGURE 2: Flow chart of the proposed system.

4.1 Optical Flow

Among the parts of the segmentation, a technique to extract information and perform the action
according to the requirement is the optical flow method. In this step of the segmentation two or
more consecutive frames are taken. Moreover, the pixels are tracked from frame to frame in
single mode or can be tracked in the cluster form as well [16]. Firstly, the images are converted
into greyscale to identify the change and track the object easily. The process on both of them is
performed as such that the new image is compared with the background image. However, this
process is also known as the Thresholding process because of applying the values to the
produced change in the background as described through Eq. (1).

International Journal of Computer Science and Security (IJCSS), Volume (1) : Issue (1) : 2021 4



Atig Ur Rehman, Nageeb Ullah, Naeem Shehzad, Syed Agha Hassnain Mohsan

1 D; > Ti
0 D, >T 1)

~

~

Where Di - Change between two connective frames and Ti — Threshold value.

A filter is used to make the process quick and flexible to detection of the change. Moreover, the
accuracy of the detection depends upon the size of the subject, its background, connection and
distance during the detecting process. A field of view (FOV) of the camera can be easily detected
by comparing the two consecutive frames of video streaming to detect the change between them
in terms of the change in single or cluster of pixels.

4.2 Motion Control
The computer or the processing unit capable enough to respond as fast as possible especially as
the speed is a critical point. the following procedures are applied [17].

4.2.1 Block Analysis: This block analysis is the method that tracks the object based on the
Good Features to track the subject extracted from the OpenCV. Thus, various blocks are being
created during the tracking process. Now to select the block a condition is applied to select the
block with the highest value.

4.2.2 Finding Intensity Gradient: After smoothing the Image, it is again filtered to get the
derivatives of the image both in the vertical and horizontal directions most probably first
derivatives. Thus, the direction, as well as the gradient of the pixel, can be easily determined by
using the Eq. (2) and Eg. (3) respectively.

Angle = tan™1 ((G;—z) 2

Edge Gradient = ((Gx? + Gy*)'/? 3)

Where G, is the Horizontal direction and G, is the Vertical direction. The direction of the gradient
is always perpendicular to the edges and is rounded to one of four angles to represent the
horizontal and vertical directions along with the two diagonal directions.

4.2.3 Threshold Values: The intensity gradient value of each edge is comparing with the
maximum and minimum values of the threshold. If the value of the intensity gradient is more than
the maximum threshold value, it will be considered as a sure edge. While the edges having
values of intensity gradient between the minimum and maximum values of the threshold will be
considered as edges only if they are connected to the sure edges. Further those edges are
neglected which are not connected to the sure edge or having a value less than the maximum
threshold value as determined for the process [17]. After the selection of the specific block, its
center point will be determined based on which the motion will be controlled as the cameras will
keep the target in their center. As illustrated in Fig. 3.
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FIGURE 3: Center of the block is designed, as shown by a red spot.

The center of the block is identified by a red spot in the center. Hence based on the motion of the
object, the motion of the cameras will be controlled as when to pan and tilt.

4.3 Motor Delays

However, the delay in the motion of the motors does wholly depends upon the movement of the
subject, the processing speed of the microcontroller, its delays, and time associated with its
responsively. The control structure of the motors is shown in Fig. 4.

—> Process R

Delay

Response Time
- J

FIGURE 4: Motor delay control for the purpose of the precise motion of the motors w.r.t camera.

By motor delay control the process can be made more responsive and quicker by decreasing the
size of the image, as a smaller number of pixels will be involved, with less memory transportation
between the controllers and imaging source during the process of live surveillance.

4.4 Wireless Communication

In this modern era, more preference is given to the systems that are compact, reliable, and
flexible. Thus, looking at the advantages of wireless communication, we decided to establish a
wireless link between the two modules of the project rather than the traditional way of
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communication. Hence, for this purpose, we are using Wi-Fi as a source of wireless

communication between the two modules by using the same IP address on two different
computers through the XAMPP software [18]. The need for wireless communication is needed,
when the threat goes out of the boundary of camera 1 of module 1, the information of the threat
will be transferred wirelessly to the module 2. Hence the position of the camera 2 of module 2 will
track the threat onwards. Wireless communication between the camera’s covering a vast area
and without the need for extra wiring. Thus, benefitting the cut in the cost. Password for the
authorized personals to detect and track them in the secured area without generating the alarm.

5. RESULTS
This section of the paper presents the results obtained during successful running of the system
as given below.

5.1 Detection

To detect the face using the property of the Good Features to Track. The proposed system can
detect any type of the object within the installed area up to 12 feet approximately by one module.
While the time interval for the system to detect any unauthorized entry is about 1.5 seconds as
illustrated in Fig. 5.

FIGURE 5: Detection property of the system.

5.2 Tracking

Motion of the subject within the prohibited region is accomplished with pan and tilt the camera
with the help of servo motors. This function of the project works as whenever there is any subject
of the motion, it will be tracked until the last range of distance value is achieved by the camera
which is approximately 12 feet after onward the subject of motion is tracked by the camera of the
second module after communicating through the established wireless link between them. The
following observations were concluded which are mentioned with the help of graphs.

5.2.1 Distance: The distance from the object is inversely proportional to the detection and
tracking properties of the system as shown in Fig. 6.
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FIGURE 6: Detection and tracking by camera vs. distance.

5.2.2 Light Intensity: Light intensity is among the main factors which will greatly affect the
working of the system both in terms of detection and tracking of the object through the camera.
After running the project in different light intensities, the following observations are achieved

shown in Fig. 7.
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FIGURE 7: Detection and tracking vs. light intensity.

24

5.2.3 Speed: The results achieved as illustrated in Fig. 8. with the help of the human motion and
a stopwatch representing detecting and tracking accuracy in percentage on the y-axis and speed

in meters per second on the x-axis respectively.
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FIGURE 8: Detection and tracking by camera vs. speed,

Wireless communication between the camera’s covering a vast area and without the need for
extra wiring. Thus, making the system cost-effective. Password for the authorized personals to
detect and track them in the secured area without generating the alarm. The proposed method is
designed to track and detect a single object at a time. For multiple artifacts, however, a
complicated algorithm will be required. The proposed system can be further improved using
infrared lighting while utilizing the system at night time. In the case of blurry progression of the
image sources, the advanced algorithms of the image processing can be used i.e. Grasshopper
optimization [19].

6. CONCLUSION

In this paper, image processing-based detecting and tracking system is proposed for monitoring
public gathering venues like railway stations, banks, airports, and stadiums. The proposed
system uses the Optical flow method with the Canny algorithm along with the property of Good
Features with pan and tilt of the camera to track and detect any type of the moving object.
Moreover, an alarm will be generated automatically, whenever there is an unauthorized entry into
the entrance prohibited region. Moreover, in this paper, it has observed that distance between the
object and tacking system is inversely proportional to the detection and tracking properties of the
system. However light intensity of the light is directly proportional to detection and tracking
accuracy. Though, the speed of the moving object is also inversely proportional to the accuracy of
the detecting and tracking system. Similarly, the working of the system is limited in harsh
environmental conditions i.e. fog, rain and dust if used outside. Likewise, the properties of the
model will be restricted at night corresponding to the property of the light as discussed.

In the future, the accuracy and performance can be enhanced by implementing artificial
intelligence and advanced moving object detection methods. Apart from these, the system in the
future would enable detection and tracking of multiple subjects at once, which is limited to one for
the time being. Moreover, the system can be made into multiple modules consisting of several
imaging sources, which will help in vast area coverage. Similarly, the accuracy of the system
regarding detecting and tracking can be increased further with the installation of the white
background and higher luminosity. The artificial intelligence will further help in the future in a
comparison between human beings, animals, and materials based on their specific shapes,
colors, and sizes. The system would therefore be a significant advancement in the field of
security systems to protect areas of banks, airports, car parks, and factories. In addition, the
system's password-protected property would allow the authorized staff to roam freely without
creating an alarm. While in roaming, the properties such as detection and tracking will be intact of
the authorized staff within the area.
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