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Abstract

In this paper, an optical color image cryptosystem with a data hiding scheme is
proposed. In the proposed optical cryptosystem, a confidential color image is
embedded into the host image of the same size. Then the stego-image is
encrypted by using the double random phase encoding algorithm. The seeds to
generate random phase data are hidden in the encrypted stego-image by a
content-dependent and low distortion data embedding technique. The
confidential image and secret data delivery is accomplished by hiding the image
into the host image and embedding the data into the encrypted stego-image.
Experimental results show that the proposed data steganographic cryptosystem
provides large data hiding capacity and high reconstructed image quality.
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1. INTRODUCTION

With the fast development of communication and network technology, it is convenient to acquire
various multimedia data through Internet. Unfortunately, the problem of illegal data access
occurred frequently and popularly. Hence, it is important to protect the content and the authorized
use of multimedia data against the pirates. Data encryption is a strategy to make the data
unreadable, invisible or incomprehensible during transmission by scrambling the content of data
[1]. In an image cryptosystem, it uses some reliable encryption algorithms or secret keys to
transform or encrypt secret images into ciphered images. Only the authorized users can decrypt
secret images from the ciphered images. The ciphered images are meaningless and non-
recognizable for any unauthorized users who grab them without knowing the decryption
algorithms or the secret keys.

Dissimilarly, data hiding or steganographic techniques refer to methods of embedding secret data
into some host data in such a way that people can not discern the existence of the hidden data.
For example, the well-known watermarking which usually hides copyright marks in multimedia
data is a kind of data hiding technique [2]. Common methods for data hiding can be categorized
into spatial and transform domain methods. The earliest method, which is simple and has high
embedding capacity, embedded data into least significant bits (LSBs) of image pixels (i.e. spatial
domain). Contrarily, in the transform domain, e.g., discrete cosine transform (DCT), Fourier
transform, or wavelets, transformed coefficients of host signals can be manipulated to hide
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messages. The image steganographic methods (or called virtual image cryptosystems) [3-6] are
proposed to hide the secret images into readable but non-critical host images. They are designed
to reduce the notice of illegal users.

For high speed application, image encryption methods based on optical systems have been
developed. Many optical image encryption algorithms have been proposed for transmission
security [7-11]. The double random phase encoding [7] is a famous and widely used algorithm
which employs two random phase masks in the input plane and the Fourier plane to encrypt
images into stationary white noise. In [8], an optical image cryptosystem based on the double
random phase encryption and a public-key type of data embedded technique is proposed. In [9],
a new image cryptosystem with an adaptive steganographic method is proposed to improve the
security and visual quality. However, the input image is limited to grayscale in those
cryptosystems. In [10], the encryption method using wavelength multiplexing and lensless Fresnel
transform hologram is proposed for color image application. In [11], the optical color image
encryption scheme is performed in the fractional Fourier transform domain.

In this paper, we propose a data steganographic scheme within an optical color image
cryptosystem. A confidential color image is embedded into the phase term of the host image to
become the stego-image. Then it is encrypted by using the double random phase algorithm, that
is, it is multiplied by two random phase masks. The seeds to generate random phase data are
embedded into the LSBs of the encrypted stego-image, in which a zero-LSB sorting technique is
applied to find the hiding sequence. Simulations and experiments regarding the hiding method (in
comparison with the traditional scheme [8]) are performed. Experimental results show that the
proposed color image cryptosystem has a good performance in secure data embedding, large
hiding capacity, and high visual quality.

In Section 2, the conventional data embedding technique and the optical cryptosystem are
reviewed. Section 3 introduces the proposed steganographic optical color image cryptosystem.
Section 4 shows some experimental results to demonstrate the performance of the proposed
scheme and a comparison with the previous method [8]. Finally, Section 5 gives conclusion and
future work.

2. REVIEW OF OPTICAL IMAGE CRYPTOSYSTEM

In optical image cryptosystems, the double random phase algorithm [7] is a very common
encryption and decryption method. In the double-random-phase encoding, an image I is
multiplied by a random phase mask P, in the input spatial plane and Fourier transformed to

frequency domain. It is multiplied by another random phase mask P, in the Fourier plane. Then it
is inverse Fourier transformed to obtain its ciphered image I in the output spatial plane. In the
decoding process, the ciphered image I, is Fourier transformed and then multiplied by the
conjugate function of mask P, and inverse Fourier transformed to spatial domain. It is multiplied
by the conjugate function of mask A to obtain its deciphered image I, in the output spatial
plane. The equations are expressed as follows.

I;=F'[F(IxP)xp] (1)
Iy, =FF(1,)x P} [x P ®)

where B =exp(i27p,) and P, =exp(i27p,), p, and p, are random numbers of the image size

between [0, 1], F and F~' define the Fourier and inverse Fourier transforms, and * denotes the
conjugate operation. The optical 4f architecture, where fis the focal length of the lens, is shown in
Figure 1.
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FIGURE 1: Optical 41 Architecture of the image cryptosystem. (a) Encryption (b) Decryption.

The data hiding scheme for the optical image cryptosystem proposed in [8] always embeds data
in a fixed area of the encrypted image. Although it is a simple and fast way to complete the data
embedding and extracting framework, the visual quality of the decrypted images is lower when
the hidden data size is large. Therefore, in [9], a new image cryptosystem with an adaptive
steganographic method is proposed to improve the visual quality of the reconstructed images. In
this paper, the adaptive data hiding method is applied to the proposed optical color image
cryptosystem for embedding the seeds which are used to generate double random phase.
Besides, confidential or secret images can be embedded into the host images in the proposed
cryptosystem.

3. THE PROPOSED METHOD

The proposed optical color image cryptosystem is based on the double random phase encryption
theorem [7]. Before encoding, the confidential image I, is embedded into the phase term of the

host image I,. Then the stego-image I, is multiplied by a random phase mask P, in the input
domain and transformed to Fourier plane. It is multiplied by another random phase mask P, and
converted to the spatial domain for obtaining the encrypted stego-image I,. The equations are
defined as follows.

I=1, exp(i%lc) 3)

1, =F'[F(I,xP)xP,] (4)

where B =exp(i27p,) and P, =exp(i27p,), p, and p, are random numbers of the image size
between [0, 1], and F and F~' define the Fourier and inverse Fourier transforms.

In the decoding step, the encrypted stego-image I, is transformed to the Fourier plane, multiplied
by the conjugate of mask P,, converted to spatial domain, and multiplied by the conjugate of
mask P, to obtain its decrypted image I, . Ideally, the decrypted image 1, is equal to the stego-
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image I, in a lossless manner. The host image can be obtained by computing the complex
modulus of the decrypted image I, . Also the secret image can be retrieved by calculating the
complex argument of the decrypted image I, . The equations are described as follows.

1, = F|F(1,)x Py Jx B (5)

I, = |Id| (6)

= el @
/2

where Pl* and Pz* indicate the conjugate masks of A and P,, and arg() takes the complex
argument.

For color images, they are first separated into three channels: red, green, and blue. Each channel
is processed from Equations (3) to (7). However, the three channels can be coded by different
random phase masks, i.e. multiplied by random phase masks P, B;, Pg and Py, Py, Py -

The seeds to generate random phase data are embedded into the encrypted stego-image 1,. In
the receiver side, the first thing is to decode the embedded seeds from the encrypted stego-
image I,. The decoded seeds are used to re-generate the same random numbers which are
applied to produce the conjugate random phase masks By, P, Py and P, Py, Py . Thus
one can decode the encrypted stego-image I, to get the decrypted image I, using the hidden

seed data extracted from the encrypted stego-image itself. Figure 2 shows the schema of the
proposed optical color image cryptosystem.
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FIGURE 2: Schema of the proposed color image cryptosystem. (a) Encryption,
(b) Decryption (X: multiplication, £ and E": the data embedding and extracting
functions, F and F': the Fourier and inverse Fourier transforms).

Since the signal values in the optical system are complex number format, there are real and
imaginary parts that can be used to embed data. In this paper, we choose the real parts of
complex numbers to be the hidden site. That is, the seeds for generating random phase data are
embedded into LSBs of the quantized real parts of the encrypted stego-image bit by bit. However,
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the quantization and embedding procedure will cause the loss of visual quality in the decrypted
host and confidential images. The important issue is how to select the hidden positions that result
in low distortion of the decrypted images. It is a simple way to hide the data within a fixed region
in the encrypted stego-image [8]. Nevertheless, due to the different image content, the fixed
hidden positions are not always suitable for hiding data. To improve the visual quality of the
decrypted image and more safely convey the secret seed data, a low distortion, adaptive, and
content-dependent data hiding technique [9] is applied to hide the secret data. In our strategy, the
positions with smaller absolute values are preferable since they have smaller energy and
quantization step size. To keep the embedding and decoding sequences invariant, the LSBs are
set to zero and a sorting technique is employed. The detailed data hiding and extraction
procedures are described as follows.

3.1 Data Hiding Procedure

Step 1: Assume that there are N bits in the secret data B ={b,b,,...,by} . The values of real parts
in the encrypted stego-image I, are sorted in ascending order with their absolute values. The
sorted set of the first N+2 numbers except the maximum and the minimum is chosen and defined
as A= {a,a,K,ay}, where |a|<|a,|, & and @, € A . Note that the maximum and
minimum in the first N+2 numbers are not used to be quantized and hidden data because the
quantization step size is computed from them.

Step 2: The sorted set A is quantized to become A, =0, (A) ={¢, 15 %2 Ay}, Where QO (1)

denotes a quantizer with L levels.
Step 3: The zero-LSB set A, ={«

21> Oz Oy b 1S Obtained by setting all LSBs of A, to be

zero. The elements in A,, are sorted in ascending order with their absolute values to get

AQZS = {aqzs] s aqzs: 3t qza

}, where ‘aqml

< ‘aqzw‘ » Qs and Gy € Aoz -

Step 4: The sequence S ={s,5,,....5y}, Where s, {1,2,..,N} and i=12,..,N , generated by the
set Ay , is used to be the data hiding index. That is, the secret data is successively embedded

into the LSBs of the set A, according to the sequence S, i.e. Ay ={«, a5, Ogs, s Qg Where
Oy, € N -
Step 5: The hiding rule is defined as

Afs =Ags +sgn(B—mod(A yg,2)) (8)

where sgn(-) € {-1,0,1} is the signum function and B ={b,,b,,...,by} is the secret data. The set with

hidden data is Ay, ={e;, ., ....a;, }.

Step 6: Finally, the set A% is de-quantized to obtain A =Q;'(A%) ={a; . ....@; }, where

() is the de-quantizer with L levels.

3.2 Data Extraction Procedure
Step 1: This step is the same as the first step in data hiding procedure to find the sorted set. The

set is defined as A® ={a/,a;,..., <l|a‘,|, af and af, € A". The sequence in the

i+l

sorted set A" is different from that in the sorted set A .
Step 2: The sorted set A” is quantized with L levels to be A}, = QL(AE) {0).00,....00\ ) .
Step 3: All LSBs of A, are set to zero to obtain the zero-LSB set A}, ={a. .., ...y }. The

elements in A7, are sorted in ascending order with their absolute values to get AEQZS=

e e
{aqle ’ aqzxz [ qzv

<a“

43S

E
, aq . ,aqd € Agys -
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Step 4: Now, the set Al is equal to the set A,,; with the same sequence S ={s,,s,....sy} . The

hidden data is extracted from the LSBs of the set Ajs = la, o ....0y },ie.
b, =0,if mod(c’, ,2)=0
o (@, -2) i=12,..,N (9)
b, =1,if mod(a:;xi 2) =1

4. EXPERIMENTAL RESULTS

In the experiment, one hundred 24-bit 512x512-pixel various color images (collected from [12-
14]) are examined as host images and the peak signal-to-noise ratio (PSNR) is applied to
evaluate the visual quality of the decrypted images. The equation is defined as follows.

MSEy + MSE; + MSE,

MSE = (10)
3
PSNR =10x1o isz (11)
g10 MSE

where MSER, MSEg, and MSE are mean square errors in three channels, respectively.

The traditional data hiding scheme [8], where the secret data are embedded in the central square
area of the encrypted stego-image, is performed for comparison. For a fair evaluation, the size of
hidden data is fixed and set to 480,000 bits. Table 1 shows the average PSNR values of the 100
decrypted host images and the retrieved secret images with different quantization levels, i.e. L =
8, 16, 32, 64, 128, and 256. It is clear that the PSNR values increase about 14 dB both in the
decrypted host and secret images of the proposed method. Figure 3 plots detailed PSNR values
of 100 decrypted host and secret images with L = 8, where the blue and red curves are the
results of the proposed and the traditional methods, respectively. Figure 4 shows some original,
decrypted host, and decrypted secret images sampled from the 100 test cases, where the
quantization level is 8. The first row of Figure 4 shows the original images, where Figure 4(a)-(c)
are host images and Figure 4(d) is the secret image. The second row of Figure 4 is the results of
the proposed method, where the PSNR values are 19.14, 20.27, 20.22, and 32.10 dB,
respectively. The last row of Figure 4 is the results of the traditional data hiding method [8], where
the PSNR values are 4.81, 5.52, 5.79, and 16.96 dB, respectively.

Average PSNR (dB)
L Proposed method Ref. [8]
Host images | Secret images | Host images | Secret images

8 20.88 32.14 6.57 16.89

16 26.88 38.19 12.56 23.70

32 32.89 44.22 18.57 29.85

64 38.91 50.24 24.57 35.89
128 44.93 56.26 30.59 41.91
256 50.95 62.28 36.64 47.97

TABLE 1: Comparisons between the proposed method and the traditional
scheme [8] of the average PSNR values of the 100 decrypted host images and
the retrieved secret images. (hidden data 480,000 bits)
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FIGURE 3: PSNR curves of the 100 decrypted host and secret images. The blue

and red curves are the results of the proposed and the traditional methods [8],
respectively. (L = 8, hidden data 480,000 bits)
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FIGURE 4: (a)(b)(c) The original host images and (d) the secret image, (e)-(h)
the decrypted host and secret images by the proposed method, (i)-(l) the
decrypted host and secret images by the traditional data hiding scheme. (L = 8,
hidden data 480,000 bits)

To evaluate the data hiding capacity versus the visual quality of the decrypted host and secret
images, the encrypted stego-images are embedded with different data size ranged from 108 to
about 740,000 bits. The quantization level is set to 8. The average PSNR values of the 100
decrypted host and secret images are computed for evaluating the visual quality. Figure 5 shows
the curves of the data hiding capacity versus the average PSNR values, where the blue and red
curves are the results using the proposed and traditional methods, respectively. The PSNR
values in the results of the proposed method are larger than those in the results of the traditional
scheme when the sizes of hidden data are the same. It is obvious that the proposed method has
a better performance than the traditional one.
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FIGURE 5: Curves of the data hiding capacity versus the visual quality of the
decrypted host and secret images. The blue and red curves are the results of the
proposed and the traditional methods [8], respectively. (L = 8)

In real applications, pirates may attempt to maintain the reconstructed images recognizable by
modifying the encrypted stego-images. However, when the encrypted stego-images are attacked,
it is expected that the hidden data will be altered. If the hidden data can not be correctly extracted,
the stego-images can not be properly decrypted. In this part of experiment, it is assumed that the
hidden data are completely cracked and the amplitude parts of the encrypted stego-images are
suffered from three common attacks, i.e. noising, smoothing, and JPEG compression. The
Gaussian noise (with zero mean and 0.01 variance) and the 3x3 averaging filter are exploited to
disturb the encrypted stego-images for the noising and smoothing attacks. In the JPEG
compression, 56.25% (36/64) of the DCT coefficients in the high frequency part in each 8x8 block
were discarded (set to zero). The size of hidden data is set to 480,000 bits. The quantization level
is also set to 8. The average PSNR values of the 100 decrypted host and secret images are
calculated and listed in Table 2, where the encrypted stego-images are suffered from attacks.
Without attacks, the average PSNR values in the decrypted host and secret images (shown in
Table 1) are 20.88 and 32.14 dB by the proposed method and 6.57 and 16.89 dB by the
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traditional scheme, respectively. With the three attacks, the PSNR values of all the decrypted
host and secret images are reduced. The visual quality of the decrypted host and secret images
in the smoothing attack is almost the worst. However, the results of the proposed method are still
better than those of the traditional scheme.

Average PSNR (dB)
Three common attacks Proposed method Ref. [8]
Host images | Secret images | Host images | Secret images
Noising 9.08 19.85 4.42 14.02
Smoothing 7.25 16.31 5.34 12.31
JPEG compression 9.06 19.12 5.69 13.71

TABLE 2: Comparisons between the proposed method and the traditional
scheme [8] of the average PSNR values of the 100 decrypted host images and
the retrieved secret images when the encrypted stego-images are attacked. (L =
8, hidden data 480,000 bits)

5. CONCLUSION & FUTURE WORK

In this paper, the optical color image cryptosystem with data steganography is proposed. The
double random phase encoding algorithm and the adaptive data hiding technique are applied in
the proposed color image cryptosystem. The confidential image is hidden in the phase term of the
host image. Then the stego-image is encrypted by the double random phase encoding algorithm.
The seeds to generate random phase data are embedded into the encrypted stego-image by the
proposed data hiding method. In comparison with the traditional hiding scheme, a larger data
embedding capacity and higher visual quality of the decrypted host and confidential images are
achieved.

For the advanced security, the confidential image and the secret data can be disordered by the
scrambling technique before they are hidden. The secret or session keys for scrambling can also
be embedded in the encrypted stego-image. Moreover, they can be encrypted by the asymmetric
cryptographic algorithm, e.g. the RSA (Rivest-Shamir-Adleman) method. It is verified that the
proposed cryptosystem provides a confidential image steganographic method and secret data
hiding scheme to improve transmission security of the secret information.
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