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Abstract 

 
In this present study a new method for insertion of message in an image is proposed. We 
have used last two bits of pixel for insertion and retrieval of message. This method is an 
improvement over earlier methods like Least Significant Bit (LSB) method [2], 6th and 7th bit 
method [5] and 6th, 7th and 8th bit method [6]. Our method provides us optimal solution in 
case of chances of message insertion at a pixel location such that the change at a pixel val-
ue does not exceed range from +1 to -1 which is negligible to human eye. 

 

Keywords: LSB Method, Cryptography, Steganography, Pseudo Random Number Genera-
tor. 

 
 

1.  INTRODUCTION 
Steganography is the art and science of hiding information by embedding data into cover 
media. The term originated from Greek roots that literally mean “covered writing” [1]. The 
field of Steganography is very old. Throughout history, many steganography techniques 
have been documented, including the use of cleverly-chosen words, invisible ink written 
between lines, modulation of line or word spacing and microdots [2, 3, 4]. Usually the secret 
information is concealed by the use of an innocuous cover as to not arouse suspicion if hos-
tile agents discover the cover. As an example, the cover text:-“I’m feeling really stuffy. Emi-
ly’s medicine was not strong enough without another febrifuge.” hides the sentence “Meet me 
at Nine” if the reader retains the second letter of each word in sequence [11].  
 
Steganography can also be achieved by embedding secret data in an unsuspecting medium 
like image, video or audio in such a way that the human-perceived quality of the unsuspect-
ing medium is not altered [12]. The idea was first described by Simmons in 1983 [7]. More 
comprehension theory of steganography is given by Anderson [8]. Steganography is different 
from cryptography which is about concealing the content of message whereas steganogra-
phy is about concealing the existence of the message itself [9]. Images provide excellent 
carriers for hiding information and many different techniques have been introduced [10]. 

 
The most popular and oldest technique for hiding data in digital image is LSB technique [2]. 
One of the major disadvantage associated with LSB technique is that intruder can change 
the LSB of all image pixels. In this way, hidden message can be destroyed but the change in 
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image quality is in the range of +1 to -1 at each pixel position.[5] designed the algorithm 
which uses 6

th
 and 7

th
 bits of pixel value for message insertion. It removes the disadvantages 

of LSB techniques but it has also one disadvantage. The disadvantage is that the chance of 
message insertion at pseudo random location at first chance is only 49%. Batra et al. [6] 
gives an algorithm which uses 6

th
, 7

th
 and 8

th
 bit for message insertion. This technique in-

creases the chances of message insertion at pseudo random location at the first chance up 
to 85.93%. Our method uses the last two bits of pixel value and it increases the chances of 
message insertion at pseudorandom location at first chance up to 100% which is optimal 
solution. 
 

2.  DESCRIPTION OF PROPOSED METHOD 
 We have used the last two bits of pixel value for insertion and retrieval of message. We can 
insert 0 at a pixel value if last two bits of pixel value are 00 or 10. If the last two bits of pixel 
value, are not 00 or 10 by adding or subtracting 1 at that pixel value for insertion of 0. Simi-
larly, we can insert 1 at a pixel value if last two bits of pixel value are 01 or 11. If the last two 
bits of pixel value are not 01 or 11 then we try to make them 01 or 11 by adding or subtract-
ing 1 at that pixel value for insertion of 1. Now, at the retrieval end, if the last two bits of pixel 
value are 00 or 10 then 0 is the message bit else 1 is the message bit. The insertion process 
is shown in figure 2 (a) and retrieval process is shown in figure 2 (b). 

 
The intruder can change the LSB of all the pixel values in our method also as in case with 
LSB method. But in case of our method if intruder changes LSB’s of all pixel values then at 
some locations the change in pixel values would be +2 or -2 which will be visible to human 
eye. This situation indicates that something goes wrong in the middle (i.e. between sender 
and receiver). So, in this age the sender retransmit the stego image once again. 
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3. LGORITHMS 

 

3.1. Assumptions 
I.Sender and Receiver agree on the cover image in which message is to be hidden. 

 
II.Both sender and receiver agree on the same pseudo-random key to decide the pseudo ran-

dom locations where message is to be inserted. 
 

III.Both sender and receiver either agree on the length of message “OR” the length of the mes-
sage is hidden with the message itself at some prespecified locations which are known to 
both sender and receiver. 
 
3.2. Insertion Algorithm 

I.Find the pseudo-random location (L) in cover image from secret key to insert the message 
bit (For detail see [13] and [14]). 
 

II.Extract the last two bits of the selected pixel location (L). 
 

III.If we want to insert 0 then go to step (iv) else go to step (v). 
 

IV.(a) If the last two bits of the selected pixel location (L) is 00 or    10 then insert 0 at location 
(L) and go to END. 
(b) If the last two bits of the selected pixel location (L) is equal to 01 or 11 then make   them 
00 or 10 by adding or subtracting 1 at pixel location (L). Insert 0 to that location and go to 
END. 
 

V.(a) If the last two bits of the selected pixel location (L) is 11 or 01 then insert 1 at location (L) 
and go to END. 
(b) If the last two bits of the selected pixel location (L) are equal to 00 or 10 then make    
them 11 or 01 by adding or subtracting 1 at pixel location (L). Insert 1 to that location and go 
to END. 
 

VI.END. 
 
3.3. Retrieval Algorithm 

I.Generate the pixel location (L) from the same secret key as used for insertion of message. 
 

II.Extract the last two bits of the selected pixel location (L). 
 

III. If last two bits of the selected pixel location (L) is 00 or 10 then 0 is the mes-
sage bit else 1 is the message bit. 

 
IV. END. 
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4. CHANGES IN PIXEL VALUE AFTER THE INSERTION OF MESSAGE 

Now, we see how various pixel values changes during insertion of message. Table I shows 
how pixel values changes during insertion of 0 and Table II shows how pixel values changes 
during insertion of 1. 
 

5. CHANGE IN PIXEL VALUE WHEN INTRUDER CHANGES LSB’S OF ALL 

PIXEL   VALUES  

Here, we have considered the case in which intruder changes the least significant bits of 
pixel values of the cover image with message. Table III shows changes the LSB’s of pixel 
value and 0 is inserted at the pixel value. Table IV shows change in pixel value when intrud-
er changes the LSB’s of pixel value and 1 is inserted at the pixel value. 
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TABLE 1 (Change in Pixel Value after Insertion of 0) 
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TABLE II (Change in Pixel Value after Insertion of 1) 

 

 

 

 

 

 

 

 

Decimal Value Pixel value before inse
tion of ‘0’ 

Pixel value after inser-
tion of ‘0’ 

Change in Pixel value & 
comment for insertion of ‘0’

0 00000000 00000000 NC, Insert 

1 00000001 00000010 +1, Insert 

2 00000010 00000010 NC, Insert 

3 00000011 00000100 +1, Insert 

4 00000100 00000100 NC, Insert 

5 00000101 00000100 -1, Insert 

6 00000110 00000110 NC, Insert 

7 00000111 00000110 -1, Insert 

8 00001000 00001000 NC, Insert 

9 00001001 00001000 -1, Insert 

10 00001010 00001010 NC, Insert 

11 00001011 00001100 +1, Insert 

12 00001100 00001100 NC, Insert 

13 00001101 00001110 +1, Insert 

14 00001110 00001110 NC, Insert 

15 00001111 00001110 -1, Insert 

. . . . 

. . . . 

. . . . 

127 01111111 10000000 +1, Insert 

128 10000000 10000000 NC, Insert 

. . . . 

. . . . 

. . . . 

254 11111110 11111110 NC, Insert 

255 11111111 11111110 -1, Insert 

Decimal Value Pixel value before inse
tion of ‘1’ 

Pixel value after inser-
tion of ‘1’ 

Change in Pixel value & 
comment for insertion of ‘1’

0 00000000 00000001 +1, Insert 

1 00000001 00000001 NC, Insert 

2 00000010 00000011 +1, Insert 

3 00000011 00000011 NC, Insert 

4 00000100 00000011 -1, Insert 

5 00000101 00000101 NC, Insert 

6 00000110 00000111 +1, Insert 

7 00000111 00000111 NC, Insert 

8 00001000 00001001 +1, Insert 

9 00001001 00001001 NC, Insert 

10 00001010 00001001 -1, Insert 

11 00001011 00001011 NC, Insert 

12 00001100 00001011 -1, Insert 

13 00001101 00001101 NC, Insert 

14 00001110 00001111 +1, Insert 

15 00001111 00001111 NC, Insert 

. . . . 

. . . . 

. . . . 

127 01111111 01111111 NC, Insert 

128 10000000 01111111 -1, Insert 

. . . . 

. . . . 

. . . . 

254 11111110 11111111 +1, Insert 

255 11111111 11111111 NC, Insert 
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TABLE III (Change in Pixel Value after Insertion of 0 with Changed LSB) 

 

 

 

 

 

 

 

TABLE IV (Change in Pixel Value after Insertion of 1 with Changed LSB) 

 

 

 

Decimal value Pixel value before 
insertion of ‘0’ (C1)

 

Pixel value after in-
sertion of ‘0’ 

Pixel value after in-
sertion of ‘0’ with 

changed LSB’s by in-
truder (C2) 

Net change i.e. 
C2 - C1 

0 00000000 00000000 00000001 +1 

1 00000001 00000010 00000011 +2 

2 00000010 00000010 00000011 +1 

3 00000011 00000100 00000101 +2 

4 00000100 00000100 00000101 +1 

5 00000101 00000100 00000101 NC 

6 00000110 00000110 00000111 +1 

7 00000111 00001000 00001001 +2 

8 00001000 00001000 00001001 +1 

9 00001001 00001000 00001001 NC 

. . . . . 

. . . . . 

. . . . . 

254 11111110 11111110 11111111 +1 

255 11111111 11111111 11111110 -1 

Decimal Value Pixel value before 
insertion of ‘1’ (C1)

 

Pixel value after in-
sertion of ‘1’ 

Pixel value after in-
sertion of ‘1’ with 

changed LSB’s by in-
truder (C2) 

Net change i.e. 
C2 - C1 

0 00000000 00000001 00000000 NC 

1 00000001 00000001 00000000 -1 

2 00000010 00000001 00000000 -2 

3 00000011 00000011 00000010 -1 

4 00000100 00000011 00000010 -2 

5 00000101 00000101 00000100 -1 

6 00000110 00000101 00000100 -2 

7 00000111 00000111 00000110 -1 

8 00001000 00000111 00000110 -2 

9 00001001 00001001 00001000 -1 

. . . . . 

. . . . . 

. . . . . 

254 11111110 11111111 11111110 NC 

255 11111111 11111111 11111110 -1 
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6.  RESULTS AND CONCLUSIONS  
6.1    The Following Results Obtained From Table I And Table Ii Tells Us How Our 

Method Is Better Than The Previous Methods. 
 

(i) The message bit will be inserted at the pseudorandom location at first chance 
= 512/512*100 = 100%. 

(ii) Chance when message is inserted, no change in pixel value is required = 
256/512*100 = 50%. 

 

6.2 The Comparison Table Of Our Method With 6
th

 & 7
th

 Bit Method And 6
th

, 7
th

 & 8
th

 
Bit Method Is Shown Below: 

 

 

Method Message bit Insertion at 
pseudorandom location at first 

chance 

No change in Pixel value 
when message bit is inserted

6th, 7th Bit 50% 50% 
6th, 7th & 8th Bit 85.93% 43.18% 

7th, 8th Bit 100% 50% 

TABLE V (Comparison Table) 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

FIGURE 6 (a) Comparison Chart 
 

From Table V and Figure 6 (a), we conclude that our method provides maximum chances of 
message insertion at a pixel location i.e. 100% which is an improvement over earlier existing 
methods like 6

th
, 7

th
 bit method and 6

th
, 7

th
 & 8

th
 bit method. 6

th
 , 7

th
  bit method provides only 
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50% chances of message insertion at a pixel value due to which approximately half of the 
pixel locations cannot be used for insertion of the message. 6

th
 , 7

th
  & 8

th
  bit method in-

creases the chances of message insertion at a pixel value from 49% to 85.93% which is also 
not a optimal solution. Our method provides optimal solution in case of chances of message 
insertion which is an improvement over earlier existing methods.   
  
6.3. Table III and Table IV shows that when intruder tries to change the LSB’s of all pixel 

values when message is inserted in the image then the change at some pixel values 
becomes +2 or -2 which will be visible to human eye. So, in case of our algorithm if in-
truder tries to distort our message by changing LSB’s of all pixel values then it reflects 
at the receiver end that something has gone wrong in the middle. In this situation, re-
ceiver asks to sender to send the message again for retrieval of correct message. 
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